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Security of robot wireless network
remote control system
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Abstract. The purpose is to study the security of wireless remote-control system of robot.

A new EAP-TLS Plus protocol is proposed. At the same time, the robot remote control system

is simulated by using the advantages of the absolute safety of quantum technology. The security

performance is analyzed and studied respectively. In the case of improving the security performance

of user access authentication, the simulation and analysis of the robot remote control system based

on EAP-TLS Plus protocol are carried out. A quantum secure direct communication scheme and a

quantum signature scheme based on four - particle cluster state are proposed. The simulation and

performance analysis are carried out. At last, the idea of applying quantum technology to robot

remote control system is put forward, and theoretical analysis and research are carried out. The

results show that the security performance of the new protocol is enhanced, but the time complexity

(authentication delay) is also increased. Therefore, it can be concluded that the improvement is

only a temporary solution. Only by physically changing its security performance can this security

problem be better resolved.

Key words. Wireless local area network, robot, information security, quantum communica-

tion, remote control.

1. Introduction

Human society has entered the era of information. With the rapid development
and popularization of computer information technology, people depend too much
on the information life. People's awareness of the protection of information has
gradually risen from the embryonic stage to a more conscious stage. All kinds of
communication means are inseparable from our daily life [1]. It has become the basic
requirement to ensure communication �uency and communication security. Wireless
local area networks (LAN) has good mobility and low operating cost. It can also
organize the network �exibly, and management is very convenient. This makes up
for the lack of wired networks [2]. At present, wireless LAN has been widely used in
manufacturing, robotics and other �elds. With the continuous improvement of the
wireless LAN transmission rate, the application of the wireless LAN in the robot
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industry is increasing. Many robots work in dangerous and harsh environments,
which can greatly a�ect the e�ciency and personal safety of the operator. Therefore,
the control of robots, from traditional �eld control and wired network control to
wireless network control, has become an urgent need for the development of robots
[3].

However, the security performance of the wireless local area networks is not as
stable as that of wired network. At present, the most widely used wireless LAN is
the 802.11 standard. Although 802.1x makes up for some of the 802.11 standard
defects, there are still some shortcomings. The reason is that the protocol lacks
two-way authentication between the client and the authenticator, and lacks the
encryption protection of the authentication message. Illegal users can use these
defects to achieve a variety of attacks [4]. There are three main types of attacks:
the �rst is a fake attacker attack, the second is the session hijacking attack, and the
third is to refuse service attacks. These security �aws have become the bottleneck
of restricting the development of robot remote control technology based on wireless
network to a certain extent. Figure 1 is a schematic diagram of the IEEE802.1x
protocol architecture. Figure 2 is the IEEE802.1x authentication protocol process.

Fig. 1. 802.1x structure diagram

The security performance of robot remote control technology based on wireless
network should be improved. Wireless LAN not only can play a greater role in robot
development, research and application, but also can make wireless remote-control
technology more secure and practical. This is conducive to the further development
of robot remote control technology and the popularity of robots in various �elds. At
the same time, it will also help promote the industrialization of robots, especially
industrial robots in our country. Therefore, it is an important task to realize secure
information transmission in the wireless remote control of robot. However, so far,
no attention has been paid to the security of the robot remote control system in
wireless networks.
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Fig. 2. IEEE802.1x authentication protocol process

2. State of the art

2.1. Research status of wireless network security

At present, both at home and abroad have put forward the wireless LAN secu-
rity standards. However, they have some security �aws [5]. In 2004, in view of the
DCF mechanism in the MAC layer of IEEE802.11 protocol, Ji Xiaomei conducted
an analysis and improvement. The improved solution achieves better channel uti-
lization e�ciency and more stable performance through two "virtual competition"
phases. In 2005, Feng Liuping and Liu Xiangnan analyzed the vulnerability of
IEEE802.11 authentication protocol and denial of service attack. In 2006, based on
the framework of 802.1x protocol and EAP protocol, Zhao Lin proposed a password
based authentication enhancement scheme. The scheme can meet the security re-
quirements of WLAN authentication to a certain extent, and it e�ectively enhances
the authentication mechanism of 802.11i. In 2010, in order to enhance the security
of IEEE802.1x protocol, Du Hui and Zhu Zhixiang proposed a new scheme, that
is, EAP-DH. Through veri�cation of the identity of the authenticator, the scheme
can e�ectively prevent the impersonation of the IEEE802.1x protocol from attack,
so that the security performance of the protocol has been improved. In 2011, Zhou
Chao pointed out the root of the 802.1x protocol being vulnerable to attack. Pro-
tocol state machines are unequal and incomplete. It lacks protection for message
integrity and source authenticity [6]. Then, an improved scheme of bidirectional
challenge handshake and o�ine veri�cation is proposed and implemented.

Quantum cryptography, based on quantum mechanics, is di�erent from classical
cryptography. It is the full use of physical characteristics. The quantum cryptog-



66 YU LIN, DING MI

raphy can develop an absolutely secure cryptosystem. Because if there is external
eavesdropping, it will disturb the original state of the quantum system. Theoret-
ically, the quantum states of quantum channels in quantum cryptography are not
allowed to be measured by illegal users, because illegal measurements are bound to
disturb both sides of the communication. In terms of methods, quantum cryptog-
raphy is not used to transmit secret messages, but rather to transfer and distribute
encryption keys (or create a password manual). In practice, quantum cryptography
can guarantee the absolute security of communication. However, there are still some
shortcomings. The quantum system itself is susceptible to interference from the
communication environment, resulting in a higher communication error rate. It will
a�ect the communication quality [7].

Compared with foreign countries, China's achievements in quantum cryptogra-
phy is more signi�cant. China University of Science and Technology achieved a
key distribution of 150 km. Through the use of communication �ber optic cable,
the long distance QKD was completed in Beijing, Xianghe and Tianjin. After long
time monitoring, the bit error rate has been stable below 6%. At the same time,
USTC (University of Science and Technology of China) has successfully developed a
prototype of quantum telephone. Through the commercial optical �ber network, a
quantum communication network has been set up in Hefei, and a free quantum tele-
phone network has been set up. The network's coverage is 1000 square kilometers,
and it has successfully implemented a call encrypted quantum phone. This achieve-
ment not only demonstrates the absolute security of quantum communication, but
also shows that quantum communication technology can be realized completely. At
the 2011 Nobel prize winner forum in Beijing, Professor Pan Jianwei announced
that China plans to launch a quantum communications satellite in 2016. Quantum
information technology ensures that our calls are not bugged, and quantum unique
parallel computing capabilities make quantum computing extremely fast.

2.2. Research status of robot remote control

With the continuous research and exploration of human nature, more and more
complex and dangerous working environment is involved in the �eld of space, ocean
and so on. In this context, people began to study the robot remote control technology
in the 60s of last century [8]. The robot remote control system (RRCS) can provide
basic functions, such as remote operation, data transmission, remote monitoring,
network conversation and abnormal feedback. With the continuous development of
science and technology, especially the maturity of computer information and commu-
nication technology, robot remote control system has become more rapid, convenient
and intelligent [9]. The robot remote control system is designed according to the
speci�c task and the actual working environment. As shown in Figure 3, it describes
a simple framework for the hardware of a robot remote control system. A robot
remote control system usually performs point to point remote control by the control
device and the execution device. Furthermore, it can be further designed as remote
control of multi-control equipment by multi-control equipment. The robot remote
control system is mainly composed of control equipment, execution equipment, wire-
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less communication module and sensor. The hardware frame diagram of the robot
remote control system is shown in Fig. 3.

Fig. 3. Robot remote control system hardware frame diagram

When the robot remote control system is working, the sta� login to the remote-
control client at the control device end, and realize the remote control of the device
(robot) in the human-computer interaction interface [10]. The control device com-
municates with the execution device through the wireless local area network. As
shown in Fig. 4, it can be seen that on the basis of wireless LAN communication,
this paper is mainly responsible for the authentication of client (control device) and
server (execution device). It can ensure the safe communication between the control
device and the executing device, and verify the origin, authenticity and integrity of
the transmitted data. Further, it guarantees that the remote execution equipment
is not damaged, the remote operation is free from interference, and the surround-
ing operating environment is not polluted and destroyed [11]. The connection and
control of the robot can be realized by installing the client at the end of the con-
trol device. After the connection is successful, the man-machine conversation can
be carried out. The software frame diagram of the robot remote control system is
shown in Fig. 4.

Fig. 4. Robot remote control system software frame diagram

To sum up, the robot remote control technology is an important part of robot
technology. The wireless communication technology is used in the robot remote
control system, which can not only realize the remote control of the robot, but also
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make the robot interact with other intelligent software and intelligent sensor. It will
make robots more intelligent. The remote control of robot plays an important role in
deep-sea exploration, space exploration and dangerous environment operation. At
present, the research of robot remote control technology is not mature enough. The
security risks of user access control are not noticed. The security defects of wireless
networks restrict the development of remote control technology to a certain extent.
In the �nal analysis, its physical limitations limit the security performance of com-
munication technology. Only through breaking through this physical limitation can
we fundamentally solve the security problems of access control. Although quantum
communication is a new subject, it has shown its strong security advantages. Quan-
tum cryptography can ensure unconditionally secure communications. Therefore,
a new EAP-TLS Plus protocol is proposed in this paper. At the same time, the
remote control system of robot is simulated by using the advantages of the absolute
safety of quantum technology, and the security performance of the robot is analyzed
and studied respectively.

The following aspects are mainly studied. The basic knowledge and existing prob-
lems of IEEE802.1x protocol and EAP protocol are introduced. The authentication
process and authentication method of IEEE802.1x protocol and EAP protocol are
analyzed, and several security defects of IEEE802.1x/EAP authentication protocol
and the speci�c reasons for these defects are deeply studied. The EAP-TLS Plus
protocol is proposed, and the robot remote control technology is used to analyze
it. First of all, the IEEE802.1x / EAP authentication protocol security �aws were
studied. A kind of targeted improvement protocol is proposed and its safety perfor-
mance is simulated and analyzed. Then, the robot remote control was introduced.
In the case of improving the security performance of user access authentication, the
simulation and analysis of the robot remote control system based on EAP-TLS Plus
protocol are carried out. A quantum secure direct communication scheme and a
quantum signature scheme are proposed. According to the strong correlation degree
and large entanglement of four particle cluster states, a quantum secure direct com-
munication scheme based on four particle cluster states and a quantum signature
scheme are proposed. The simulation and performance analysis are also carried out.
Then, the idea of applying quantum technology to robot remote control system is
put forward, and theoretical analysis and research are carried out.

3. Methodology

3.1. Research on RRCS based on EAP-TLS Plus

EAP-TLS protocol is vulnerable to session hijacking. From the three points of
view, the shared secret instruction, the shared encryption and decryption key and
the increase of the authentication between the client and the authenticator, the
EAP-TLS protocol is improved. A more secure EAP-TLS Plus authentication pro-
tocol is proposed. The pre-shared secret instruction completes the authentication of
the client identity at the �rst time, and the legal user refuses directly. If an illegal
user initiates an authentication request, when the authentication server's Challenge
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is queried, the illegal user needs to submit a hash value Xi in the con�dential in-
struction information shared by the client and the authentication server in advance.
The possibility of an incorrect user submission is clearly very low. This not only
saves the computing resources and storage resources for the authentication server,
but also e�ectively avoids malicious denial of service attacks. Therefore, it e�ectively
protects the key information frames transmitted during the authentication process.
The improved EAP-TLS Plus authentication protocol is applied to RRCS. The se-
curity performance of the new authentication protocol is analyzed by simulation and
compared with the EAP-TLS protocol.

3.2. Research of RRCS based on quantum technology

Traditional cryptography systems are based on mathematical calculations, where-
as quantum cryptography is based on quantum mechanics. Quantum cryptography
is an absolute security cryptosystem based on quantum attributes. The Heisen-
berg uncertainty principle shows that if a quantum state is measured, it must cause
some degree of interference to the original quantum state. The measured quantum
states will be di�erent from those of the original state. Similarly, if a quantum
system is measured, the resulting measurements cannot include complete informa-
tion about the original system. According to the uncertainty principle, it can be
known that both sides of the communication can detect the eavesdropper at the
�rst time. Because the eavesdropper does not measure the quantum states on the
quantum channel, it cannot guarantee the undisturbed state. Once disturbed, the
measurement results of both sides of the communication will change, and then it
will �nd the existence of eavesdroppers. At present, the safety of the principle of
quantum state uncertainty has been proved. Therefore, even a computer with su-
percomputing power is of no avail. In addition, the quantum has the characteristics
of non-cloning. In the case of communication under the conditions of channel secu-
rity, the third party cannot steal any useful messages. The quantum technology is
applied to robot remote control technology. According to the process of quantum
secure direct communication protocol, the �ow of simulation algorithm is designed.
The protocol is simulated by Microsoft Visual 2010 platform, and the information
security performance is analyzed and studied.

4. Result analysis and discussion

4.1. Analysis of EAP-TLS Plus and EAP-TLS comparison
results

In the simulation of the robot remote control system, the IEEE802.1x / EAP-
TLS Plus protocol is simulated by the security performance. On the basis of sim-
ulation and simulation, it is found that the security of classical information cannot
fundamentally eliminate the attacker's attack. On the basis of the EAP-TLS Plus
protocol, the security performance of the wireless remote control system based on
the wireless network is greatly improved. However, in the �nal analysis, its safety
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performance is dependent on classical cryptography. In the simulation system based
on IEEE802.1x / EAP-TLS Plus protocol, the user's authentication from the con-
trol device to the user's identity is successfully validated by the robot authentication
server, which takes a longer time. In view of this, the simulation program based on
IEEE802.1x/EAP-TLS protocol is also made in this paper, and several experiments
have been carried out. Through experiments, it can be found that the EAP-TLS
Plus protocol takes longer than the EAP-TLS protocol. According to the experimen-
tal results, it can be seen that the EAP-TLS Plus protocol has some shortcomings
in the speed of authentication. As shown in Fig. 5, it is the result of the 50 times
test contrast.

Fig. 5. Comparison of authentication delay between EAP-TLS Plus and EAP-TLS
protocols

4.2. Analysis of RRCS security simulation results based on
quantum technology

Through the previous analysis, in the ideal channel, the quantum communica-
tion for the non-coherent attack is safe. The communication e�ciency has also been
improved. Before formal access to coded communications, probe photons are intro-
duced. It mainly carries on the second detection to the security of the quantum
communication channel. The security and defense capability of the communication
protocol is improved. In fact, the noise of the quantum channel in�uences the se-
curity of the communication scheme to a certain extent. This scheme has three
advantages. First, the secret message is transmitted directly without the need to
send a password. Second, the trial photon is inserted in the communication phase, so
that the security performance of the communication is strengthened. With the clus-
ter state as the information carrier, the entanglement is the largest, the correlation
is the highest, and the communication e�ciency is high.

Figure 6 is a statistical survey of the 20 test of channel safety before analog com-
munication. It can be seen that before the communication, the protocol can always
detect whether the channel is secure, which provides the security guarantee for the
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protocol. The dotted line in the picture is a security line, which indicates that the
channel is unsafe. The security performance of the protocol can be proved directly
from the experimental results. It also re�ects the security of quantum communica-
tions.

Fig. 6. Experimental results of secure detection for quantum communication
channels

5. Conclusion

The security defects of IEEE802.1x / EAP authentication protocol are analyzed,
and a modi�ed protocol�EAP-TLS Plus is put forward. The EAP-TLS Plus pro-
tocol is combined with robot remote control technology. The control system is
simulated, and the security performance of the access control is analyzed. Through
simulation tests, the results show that the security performance of the new protocol
is enhanced, but the time complexity (authentication delay) is also increased. Al-
though the EAP-TLS Plus protocol has enhanced security performance, it can still
be deciphered and attacked. Therefore, the improvement is only a temporary solu-
tion. Only by physically changing its security performance can this security problem
be better resolved. The four particles cluster state is chosen as the information car-
rier. A quantum secure direct communication scheme and a quantum signature
scheme based on four particle cluster states are proposed, and their performances
are analyzed respectively. Then, based on the research of quantum technology, the
security performance of the robot remote control system is analyzed and studied
in detail. Finally, it comes to the conclusion that quantum technology is uncondi-
tionally secure. If human beings could design and produce quantum computers, our
information would not be stolen by others. However, the quantum channel noise
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is still not resolved at the moment. The future research should try to improve the
feasibility and reliability of quantum experiment.
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